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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Information Technology)

NOTIFICATION
Mew Delhi, the 27™ October, 2009

G.8.R. TTB(E}— In exercise of the powers conferred by clause (r) of sub-saction (2) of
Section 87, read with section 52 of the Information Technclogy Act 2000 (21 of 2000), and in
supersessicn of the Cyber Regulations Appellate Tribunal (Salary, Allowances and aother terms and
conditions of service of Presiding Officer) Rules, 2003, excepl as respects things done or omitted 1o
be done before such supersession, the Cenlral Govemment hereby makes the following rules
regulating the terms and conditions of the sendce of the Chairperson and Members of the Cyber
Appellate Tribunal, namely:—

1. Short tithe and commencement.—(1) These rules may be called the Cyber Appallale Tribunal
(Salary, Allowances and Other Terms and Conditions of Service of Chairpersan and Members) Rules,
2008,

(2} Thay shall come into force on the date of their publications in the Official Gazette,
2. Definitions.— (1) In these rules, unless the context otherwise MEquires,—

(a) “Act” means Information Technology Act, 2000 (21 Of 2000):

(b) “Cyber Appellate Tribunai® means the Cyber Appeilate Tribunal established under sub-
saction (1) of section 48 of the Act;

(e) "Chairperson”™ means the Chairperson of the Cyber Appellate Tribunal appointed under
section 48 of the Act;

(d} "Member" means the Member of the Cybar Appellate Tribunal appointed under section 49
of the Act;

(2) All other words and expressions used and not defined in these rules but defined in the Act
shall have the meanings respectively assigned (o them in the Act,

3. Balary and allowances.— (1) The Chairpersan and the Membear shall be paid such salary and
allowances, as are admissible to a Secretary to the Government of India, including all the benefits that
a8 Secrelary is antitled to:
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Provided thal in the case of appointment of a person as the Chairperson or the Member. as
the case may be, who has retired as a Judge of the Supreme Court or a High Court or who has retired
from service under the Central Government or a Stale Government and wha is in receipt of, or has
recafved, or has become entitied to receive any relirement benefits by way of pension, gratuity,
employer's contribution to Contributory Provident Fund or other forms of retirement benefits, the pay
of such Chairperson or the Member. as the case maybe, shall be reduced by the gross amaount of
pension or employer's contribution to the Contributory Provident Fund or any other form of retirement
benefit, if any, drawn or to be drawn by him: ;

Provided further that in case a retired Judge of a Supreme Cour or a High Court is appointed
as the Chairperson or the Member, as the case maybe, the terms and conditions of service of such
Chairperson or Member shall be in accordance with the instructions issued by the Ministry of Finance
in respect of appointment of Judges to various Tribunals and in consultation with that Mindstry

4. Leave.— The Chairperson and the Member shall be entitied to leave as are applicable fo the
Secretary to the Government of India in respect of eamed leave, half pay leave, extracrdinary leave,
commulation of laave and casual leave,

5. Leave sanctioming authority.— The Secretary, Department of Information Technology, Ministry of
Communications and Information Technalogy, Govemnment of India, shall be the authority competent
to sanction leave to the Chalrperson and the Member.

6. Pension or Provident Fund.— (1) In case a serving Judge of the Supreme Court or a High Court
or a member of the Indian Legal Service is appointed to the post of the Chairperson or the Member,
the service rendered in the Tribunal shall count for pension, to be drawn in accordance with the rules
of the service to which he belongs, and he shall also be governed by the provisions of the General
Provident Fund (Central Services) Rules, 1960,

(2) In all other cases, the Chairperson and the Member shall be governed by the provision of
the Contributory Provident Fund (India) Rules, 1962

T. Travelling and daily allowances.— The Chairperson or the Member, as the case may ba, while
on tour (including the journey undertaken on the expiry of his term in the Tribunal to proceed to his
home town) shall be entitied to the traveling allowance, daily allowance, transportabon of personal
effects and other similar matters at the same rates as are applicable to the Secretary to the
Government of India. :

8. Leave travel concession.—The Chairperson and the Member shall be entitled to avail lsave travel
concession al the same rates as are admissible to the Secretary to the Government of India.

9. Facility of conveyance.— The Chairperson and the Member shall be entitled to hire a taxi on
whole time basis in accordance with the rules or orders for the time being in force for hire of taxi by
the Secretary to the Government of India.

10. House rent allowance.—The Chakperson and the Member shall be entitled 1o house rem
allowance al the same rale as are, for the time baing, admissible to Group ‘A’ officers of the Central
Government drawing equivalent pay and grade pay,

11. Facilities for medical treatment.— The Chairperson and the Member shall be entitled to medical
treatment and hospital facilities, as provided in the Central Government Health Scheme Rules, 1954
and in places where the Central Government Health Scheme is not in operation, the said Chairperson
and the Member shall be entitled to the facilities as provided in the Central Services (Medical
Attendance) Rules, 1944,

12. Oath of office and secrecy.— Every person appointed as the Chairperson or the Mamber, as the
caseé may be, shall before entering upon his office, make and subscribe an oath of office and
secrecy, in Form | and Form Il respectively annexed to these rules.
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13. Declaration of financial or other Interest— Every person, on his appointment as the
Chairperson or the Member, as the case may be, shall give 3 declaration in Form Il annexed to thess
rules, to the satisfaction of Ihe Central Government, that he does not have any such financial or other

interest as is likely to affect prejudicially his functions as such Chairperson or the Member, as the
case may ba.

14. Residuary provision.— Any matter relaling to the conditions of service of the Chairperson and
the Member with respect to which no axpress provision has been made in these rules shall be as per
the rules applicable to the Group "A’ officers of the Cenltral Govemment drawing equivalent pay and
grade pay.
FORM - |
{See rule 12)

Form of Oath of Office for the Chairperson/Members of the Cyber Appellate Tribunal

I, having been appointed as the ChairpersonMember (cross oot
portion nof appiicable) do snlnmnly'al'irm and do swear in the name of God that | will faithfully and
conscientiously discharge my duties as the ChairpersonMember (cross ool portion nol applicabie), of
the Cyber Appellate Tribunal, to the best of my ability, knowledge and judgement, without fear of
favour, atfechon or dl-will.

Dated:
Place; (Mame of the ChairpersonMember)
CYBER APFELLATE TRIBUNAL

FORM =N
(Sea rule 13)

Form of Qath of Secrecy for the ChairpersonMambers of the Cyber Appellate Tribunal

I, . having been appointed as the Chasperson/Mamber (cross ol portion nof
applicabve) do smnmlgr affirm and swear in the name of God thal | will not directly or indirectly
communicate or reveal 10 any person or persons any matter which shall ba brought under my
consideration or shall become known to me as the Chairperson/ a Member (cross oul portion nol
applicable), of the Cyber Appellate Tribunal except as may be required for the due discharge of my
duties as the Chairperson/ a Member ((cross oul portion not appiicabie).

Dated:
Flags: (Mame of the Chairperson/iMember)
CYBER APPELLATE TRIBLMNAL

FORM -
(See rule 13)

Declaration against acquision of any adverse financial or other interest

I, , having been appoinied as the Chairpersonember (cross ouf porfion nof
apphcabve) of Cyber App-uﬂale Tribunal, do solemnly affirm and declare that | do not have, nor shall
have in future any financial or other interast which is likely to affect prejudicially my funclioning as the
Chairperson /Member (cross out portion Aol spplicable), of the Cyber Appellate Tribunal

Dated: {Name of the ChairpersonMember)
CYBER APPELLATE TRIBUMAL

[Mo. 3{16)/2004-EC)
N RAVI SHANKER, &t Secy.



o

[P 11— 3(i)] MRE W AT : ST

sifirgar
_ 4 § feeedl, 27 avwp, 2000
mmt i, 779(a).— dd wemr, ddm e APt afafem, 2000, (2000 W 21) & R
s4 %t Ty (3) @ W O A9 a7 W S (2) & wE (0) gra wea wfgwd wown S g
s g A afte sfrem (donfts afted & agmR o wwmda & s 8 afb)
fram, 2003 W 9 Tl @ frm sftwt @ ge eE 0 sfeeer & g Ren o @ a el 4
A fawm & Prefafm from el 8 i

1 it A sl SN — (1) 3 Pl W T aree afta e (s abe
wew]  weraw O sradam B s o wism) Fee 2000 #

(2) & o= # WETEA WY ardd W g @ |
2. o= (1) 59 Frit § o o B wed & s il v -
() “arfafrs @ gaen dehfre affaE, 2000 (2000 @ 21) wfim & ;

(@) “semm A #RPEE @ w49 B i g wgee adie e W e
i & ;

M"m"#ﬁmaﬁm{zﬁﬁmﬁﬂﬁmmg;

(@) “wewme @ wfifew ot W 49 @ ol Frger wma adld e @ aEe
s & .

= wyfermeer 9 sfafron off o 48 # Sww (1) & enfl wnfte e sl
rferme i & |

(2) o it o =t A o @ S g Pret # sgw & g wReniie T € am
it ared B ol wfefw & o &

3. fereral & ardwer @ fa v (1) oR B wene g, wenfRofy, smow W wEw &
g A @ U @ Pl B W #§ woww W w1 o Fifea sny sfefn w9 e
wird Faftra fiveraa o 20t ol & oY 7% 9w frerra & aefie ddlen &l g

| (2) af wnifee wfen W, dgR aew R S & T 8 W s e el @
A g Tow rera & T s anel i, o ouea @, g i & e, feaa A sy

e sifmel & o @ s w @ g wel, it PR @ Preesy ool sl
(i) Wit (ew=rn sy S ) dfEdsa afaes, - aem
(i) aferm, gEew et fnre, e SRER - e
{iii) wfrs, fft #rd s, R iy o Sarey, R s - W
{3) wff sdww @ arl afvm o ogl W el Reas Fram 4 & anlls
FayTasal o1 T afifafera wen ot 00wt wOE SN, W wie @ HEE e
), wffaa & o |
(4) =M G smfa @ ey o el ga gw Ao Rl @ ad aw) Paed,
TemehTyig Futd w1 weE ol |
4. =randte g wia S wen—- (1) ofy awefy o Pemoa @ aofiaa () & sl alila
£ o o o w e o ¢ nefRef onam w wewl @ wAR @ adddl & b
aparrTe ) W & A § uie 0 ¢ fay gy amr § @ 9w ma e i e

mm*mﬁﬂﬂM$ﬂﬁmmﬂmﬁﬁEﬁﬂmm§ﬂumﬁ§qqmﬁrh
sl |



: Hmmﬁmﬂqmwmmwmﬁmmﬂn
ﬂmmmmmmmgmmﬁmﬁmmﬂm

(3) wufm (2) & anfta mmrite o Prgfes oft geen, swfefd, aros @ wew @) 9
FrEt |

(a) wreemfy Frefaftm ot oo ofy =mandte = wife wh-
mmmmmtﬂﬂmﬁaﬁﬁmmwm;
(&) Wil = s, aft & & . aie
(M) @i @ webm ol e |

[5]mﬁw{ﬂ$mﬁgnmwmmmﬁ;m“w$iﬂﬁ A sl
ara Rfifde fFn amg, e gfl e )

() wnfRufd, sy o weww @ % W B o W 5w Bifva oy gw RRR
o e, wfémn 1 Fafrs @ wege o o gffmgen srree B @ |

(7) w51 e afvesfi famm & s, anfeufy, smom m ween fsd mdfe T e
AT & W A AT 0T % wdal w Frig o A s & o st @
5N fbm orn & awl et o9 RRen 99 g A 50 wEOE @ far e g
ﬁgﬁfﬂimmﬁﬁmurmﬁﬁﬁﬂuﬂﬂﬁ%mm%aﬂa
mﬁuﬁmmmﬁmﬂﬁmmmﬁﬁ?mmﬂﬁ@ﬁmmﬁwﬂ
w1 et et ohan @ R wege W |

(o) PP @, mwnfRaf, smow o weww o) O sl ol om, o anusaae
T W Al ety @) v R g whn e g 5 s aroedom 0 & ),
mafeufy, ey W wee B TS WA wd § s adl £ &

fﬂ}ﬂftﬂﬂﬂf&.mwmhﬁﬁﬁﬁﬁlﬂuﬂwﬂﬂ'ﬁmmmﬁ ull
fufsem @ gra smwe T9=ft o & 4% wmndle @ v fE aaEd oo ols o) el
=W g PR wad A mofRfy seaw wm wem 3 e M @ B e narflm, 04
Fedre aft mfy uy, TE Imaron ®% wEm 5, i s w woe 00 wdRe o male
Mmﬂmt,mmﬁmmﬁmmﬁﬁﬁmmqﬁwﬂmﬂmﬁnuﬂuéé|

(10) =wmamdie, wenfRerfy amser o woer & Fafa wwa st Rafsan @8 @8 RS Y,

afs wrf @, fraw ot o ovaw SuPE () & dE () F Ffte ardd ol o e o
AT it U W A e, s m g o wfen @ o Rt wee U ) bl
gfempRr s B s |

(1) S avom oW ween @ fowd afed m Rl afsn W) wmedn & e
TR, W wew & e AT wega W o R Prgaa we |

(12) wet Fdm wer el afoss ®) i & W e aEE W #T) &
fav Prgwa fsm € asl, swfRef), snaw o e @) 0 awd @ ougr B e R
RIS A AT W T &) aegen 4w

5. 71 Prrl & anftn wte v @ fae Rrmfia wfe (i =) efde @we o swmo dn
we) sRfEm, 1972 = @v] @ fomit ofe (e ) @fe @ e e g &)
Hafmm a2 (1872 =1 18) & Tww g Frasil & anfi ot o e o aeft ware e @, ) 2
Tty w1 @y dren &

6. it ot nfdwi- and, fafe sisn w1008 (1908 @ s) § aRERR s
1 amag T g fibg Auffr —mm & Mol @ sefefia @ ofte of sol wia wm, Fid
stirta wie & we aiv v P sen @ & fafrafie = o ufds éof) |

i

THE GAZETTE OF INDIA : EXTRAORDINARY Pazr I1—5ex.



[ ¥ [1—8E 3(i)] : A : STETT

7. sene W wEw @ e Hﬁﬂ,hﬂdﬁﬁﬂﬂdﬁﬁﬁﬁﬂﬁﬂ?%ﬁﬁwr.ﬁ
wﬁmﬂﬁﬁﬂﬁwuﬁwmmﬂﬁm_mﬂrﬁﬂﬂmaﬂmﬁwﬁgu

3

"-'_l

Uil

pLy

]

wfaw &, g 9w oy O woe @) frad fwg e s @ @ik @ adl &
Frafda = wanft |

8. Faie wen.— Fefemdla, suwff, srow @ wew @) Prafe ™ = derg sl gomafa

& e weR S Wit B wowr we] P sl sidel @ s R R s |

. W Rid.— smm f T @ over, ramita wgui ) wwdl Rad wap e Rl
mﬁiﬁMﬂtﬁﬁmmmmeM?mHEﬁmﬂw@MﬁhEh
e BT T, T B |

[ 9 160200450 |
T4, 1fa 7w, Hy wiaa

NOTIFICATION
New Delhi, the 27" October, 2009

G.8.R. TT9(E).— In exercise of the powers confemed by clause (3} of sub section [2) of
sechion 87, read with gubsection (3) of section 54 of the Information Technolegy Act 2000 {21 of
2000), and in supersession of the Cyber Requlations Appellate Tribunal (Procedure for Investigabion
of misbehaviour or Incapacity of Presiding Officer) Rules, 2003, excepl as respects things done or
omitted to be done before such supersession, Central Government heraby makes the following nules,
Py —

1. Short tithe and commencement.— (1) These rules may be called the Cyber Appellate Tribunal
(Procedung for Investigation of Misbehaviour or Incapacity of Chairperson and Members) Rules, 2009,

(2} They shall come into force on the date of their pubBcation in the Official Gazette.
1. Definitions_— (1) In these rules, unless the context otherwse requings, —
(@) “Act” means the Information Technology Act 2000 (21 of 2000,

(b) “Chairperson” means the Chairperson of the Cyber Appeliate Tribunal appointed under
section 49 of the Act;

(b) "“Commitiee™ means a Committee constiluled under sub—rule (2) of rule 3:

(c) "Membar® maans the Membar of the Cyber Appellate Tribunal appointed under sechon 49 of
the Act;

(d) “Tribunal® means the Cyber Appellate Tribunal establizhed under sub-sachion (1) of sacton 48
of the Act,

(2} All pther words and expressions used but nod defned in these ndes shall have the
meaning respectively assigned to them in the Act

3. Committee for investigation of complaints — {1) If a wrilten complaint, alleging any definibe
charges of misbehaviour or incapacity to perform the functions of the offices in respect of the
Chairperson or the Member, as the case maybe, is received by the Central Government, it shall make
a prediminary scrutiny of such complaint,

(2) i, on preliminary scrutiny, the Ceniral Government considers it necessary (o investigale inlo the
allegation, it shall place the complaint together with other malerial as may be avaiable, before a
Committee consisting of the following officers to investigate the charges of allegations made in the
complaint, namely -
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~:i:|_ the Eecmlaq- (Co-ardination and Public Grievances) in the Cabanat Secretariat, Governmend
of India - Chairman;

(1) the Secretary, Depariment of Information Technology. Government of India — Member-

i} the Secretary, Department of Legal Alfairs, Ministry of Law and Justice, Government of Indsa
- IMiEmibar.
(3) The Committes shall devise its own procedure and medhod of mvestigation, which may inchude
recording of evidence of the complainant and collection of material under rule 4, which may be
rebevant to the conduct of inguiry.

(4) The Committee shall submit its findings to the President as early as possible within a period that
may-be specified by the President in this bahalf

{2) The President shall, by arder, appoint the Judge of the Supreme Couri neminabed by the Chied
Justice of India (herainafter referred to as the Judge) for the purpose of conducting the inguiry

(3) Notice of appaintment of the Judge under sub-rule (2) shall be given to the Chairperson or the
Member, as the case may be.

{4} The President shall ferward 1o the Judge a copy of—

(&) the arficles of charges against the Chairperson or the Member, as the case maybe, and the
statement of imputations:

(b) the statement of winesses, if any, and
(c) material documents relevant to the iNguary.

(5) The Judge appointed under sub-rule {2) shall complete the inquiry within such tirme or further bame
a3 may be specified by the President.

(6) The Chairperson or the Member, as the case maybe, shall be given a reasonable opportunsdy of
presenting a written stalement of defence within such limé as may be specified in this behalf by the

{7) Whera it is alleged that the Chairperson or the Member, as the case mayba, is unable to discharge
the duties of his office efficiently due to any physical or mental micapacity and the allegation is deniad,
the Judge may amange for the medical examination of the Chairperson or the Member, ag the =it
may be. by such Medical Board as mruapwmmmnwmmmmmu
Chairperson or the Member, as the case may be, shall submil himself to such medical examinabion
within the: tsme specified in this behalf by the Judge

() The Medical Board shall undertake such medical examination of the Chairperson or the Member,
as the case may be, as may be considered necessary fo and submit a répon 1o the Judge stating
therein whether the incapacity is such as to render the Chairperson or the Member, as the case
maybe, unfil 1o continue in office

{8) If the Chairperson or the Member, as the case maye, refuses to undergo such medical
examinalion as considered necessary by the Medical Board, the Board shall submel a repor (o the
Judge stating therein the examination which the Chairpersan or the Member, as the case maybe, has
refused to undergo. and the Judge may, on receipt of such report, presume that the Chairperson or
the Member, as the case may be, suffers from such physical or mental incapacily as is aleged in the
article of charges referred to clause (a) of sub-ruls (4). -
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(10} The Judge may, after considering the written staterment of the Chairperson or the Member, as the
case maybe, and report of the Mﬂmlﬂunﬂ.ﬂanr,mndumammmmargumfaredbnh
clause (a) of sub-rule [4) and in such case, the Chairperson or the Member, as the case maybe, shal
hgh&nnmmﬂ:lenpmuitydmnrﬁgaﬁashmﬂhnmmmmlddm

(11} The Central Government shall appoint an officer of that Government or an advecate to present
he case against the Chairperson or the Member, as the case may be. before the Judge.

(12) Where the Central Government has appainted an advocate fo present itz case bafore the Judge,
the Chairperson or the Member, as the case maybe, shall also be allowed to present his case by an
advocate chosen by him.

5. Application of the Departmental Inquiries (Enforcement of Witness and Production of
Documents) Act, 1972 to inquirles under these rules.— The provisions of the Departmental
Inquiries {Enforcemeant of Witness and Rroduction of Documenis) Act, 1972 {18 of 1972}, shall apply
to the inquiries made under these rules as they apply to departmental inquinies.

&. Powers of Judge.— The Judge shall not be bound by the procedure laid down in the Code of Civd
Procedure. 1908 (5 of 1908) but shall be guided by the principles of natural justice and shall have
power 1o regulate his own procedure including the fixing of places and times of his inguiry.

7. Suspension of Chairparson or Member.— Motwithstanding anything contained in rule 4. and
without any prejudice to any action being taken in accordance with the said rule, the President,
keeping in view the gravity of charges may suspend the Chairperson or the Member, as the case may
be, of the Tribunal against whom a complaint is under investigation or inguiry.

8. Subsistence allowance.— The payment of subsislence allowance to a Chairpersan or the
Member, a5 the case may be, under suspensicn shall be regulated in accordance with the rules and
arders for the time being applicable to a Secretary o the Government of India belonging o the Indian
Administrative Service :

9. Inquiry Report.— After the conclusion of the investigation, the Judge shall submit his repod to the
President siatng therein his findings and the reasons therefor on each of the articles of charges
separately with such observations on the whale case as he thinks fit,

[No. S(16)2004-EC]
N. RAVI SHAMKER, Jt Secy.
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NOTIFICATION
New Delhi, the 27™ October, 2008

G.3.R. 780 (E).— In exercise of the powers conferred by clause (y) of sub-section (2) of section
87, read with sub-section (2) of saclion §9 of the Information Technology Act, 2000 (21 of 2000), the
Central Government hereby makes the following rules, namaly:

1. Short title and commencament.— (1) These rules may be called the Information Technology
{(Procedure and Safeguards for Interception, Monitoring and Decryption of information) Rules, 2009
(2) They shall come into force on the date of their publication in the Official Gazette,

2. Definitions.— In these rules, unless the context otherwise requires -

{a) “Act” means the Information Technalogy Act, 2000 (21 of 2000);

(b} “communicalion” means dissemination, transmiss:on, carriage of information or signal in some
manner and include both a direct communication and an indirect communication™

(€} “communication link™ means the use of satellite, microwave, radio, lerrestrial line, wire, wireless
or any other communication media to inter-connect computer resource:

(d) “competent authority” means —
(1) the Secretary in the Ministry of Homa Affairs, in case of the Central Govemment: or
(ii) the Secretary in charge of the Home Depariment, in case of a State Government or Union
teritory, as the case may be;

(e} “computer resource” means computer resource as defined in clause (k) of sub-section (1) of

section 2 of the Act;

(f} “decryplion” means the process of conversion of informalion in non-intelligible form to an
intelligible form via a mathematical formula, code, password or algorithm or a combination
thereof

(@) “decryption assistance” means any assistance fo -

(i} allow access, o ihe extent possible, to encrypted information: or
{ii} facilitate conversion of encrypted information inte an intelkgible form;

{h} “decryption direction” means a direction issued under rule 3 in which a decryption key holder is

directed to =
(iMdisclose a decryption key, or
(i}  provide decryplion assistance in respect of encrypted information

(i  “decryption key" means any key, mathematical formula, code, password, algarithm or any

other data which is used to -
(i) allow access lo encrypled information: or
(H) facilitate the conversion of encrypled information into an intelligible form:;

)  “decryption key holder” means any persan who deploys the decryption mechanism and who is
in possession of a decryption key for purposes of subsequent decryption of encrypted
information relating to direct or indirect communications;

(k) ‘information” means information as defined in clause {v) of sub-section (1} of section 2 of the
Act,

(I “intercept™ with its grammalical variations and Gognate expressions, means the aural or other
acquisiion of the contents of any information through the use of any means, including an
inlerception device, so as to make some or all of the contents of a information available 1o a
parson other than the sender or recipient or inlended recipient of that communication, and
includes—

(a) monitoring of any such information by means of a mondoring device;

(b} viewing, examination or inspection of the contents of any dwect or indirect informalion:
and

(c)  diversion of any direct or indirect informaticn from its inlended destination to any other
destination;

(m) Cinterceplion device” means any electronic, mechanical, electro-mechanical, eleciro-magnetic,
cplical or other instrument, device, equipment or apparatus which is used or can be used,
whether by itself or in combination with any other instrument, device, equipment or apparatus,
o intercept any mformation; and any reference 1o an “interception deviee” includes, where
applicable, a referance fo a "monitoning device”:

in}  “intermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of
the Act;

(@) “monitor” with its grammatical variations and cognate expressions, incledes o view or io
inspect or listen 1o or record information by means of a monitoring device;
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(P}  “monitoring device® means any electronic, mechanical, electro-mechanical, electro-magnetic,
oplical or other instrument, device, equipment or apparatus which is used or can be used,
whether by itself in combination with any other instrument, device, equipment or apparalus, to
view or to ingpéct or lo listen lo or record any information;

(q) ‘Review Committee” means the Review Committes constituted under rule 4194 of Indian
Telegraph Rules, 1951,

3. Directions for interception or monitoring or decryption of any information.— No person shall
carry out the interception or monitoring or decryption of any information generated, transmitled, receivad
or stored In any computer resource under sub-seclion (2) of seclion 69 of the Act, except by an order
issued by the competent authority: ;

Provided that in an unavosdable crcumstances, such order may be issued by an officer. not
below the rank of the Joint Secrelary to the Government of India, who has been duly authorised by the
sompetent authority:

Provided further that in a case of emergency- :
(i) in remote areas, where oblaining of prior directions for interception or monitaring or
decryption of infermation is not feasibhe; or
(ii} for operational reasons, where obtaining of prior directions for interception or monitaring or
decryption of any information generated, iransmitted, received or stored in any computer resource
is not feasible,

the interceplion or monitoring or decryption of any information generated, transmitted, received or stored
in any computer resource may be carried oul with the prior approval of the Head or the second senior
mast officer of the security and law enforcement agency (hereinafier referred to as the said security
agency) at the Central level and the officer authorsad in this behalf, not below the rank of the inspecior
General of Police or an officer of equivalent rank, at the State or Union territory level:

Provided also that the officer, who approved such inlerception or monitoning or deeryption of
information in case of emergency, shall inform in writing to the competent authority about the smergency
and of such interception or monitoring o decryption within three working days and oblain the approval of
the competent authority thereon within a period of seven working days and if the approval of competent
authority is not obtained within the sald period of seven working days, such interception or monitodng or
decryplion shall cease and the information shall not be intercepted or monitored or decrypled thereafier
without the prior approval of the competent autharity

4. Authorisation of agency of Government.— The compatent authority may authorise an agency of the
Government to intercept, monitor or decrypt information generated, ransmtled, received or stored in any
compauter resource for the purpose specified in sub-section (1) of section B8 of the Act.

5. Issue of decryplion direction by competent authority. — The competent authority may, under rule 3
give any decryption direction lo the decryption key holder for decryption of any infarmation invalving a
computer resource or part thereof

6. Interception or monitoring or decryption of information by a State beyond its jurisdiction. —
Motwilhstanding anything contained in rule 3, if a State Government or Union termtory Administration
requires any interception of monitaring or decryption of information beyond its territorial jurisdiction, the
Sacretary in-charge of tha Homa Department in that State or Union territory, 33 the case may be, shall
make a request to the Secretary in the Ministry of Home Affairs, Government of Indsa for issuing direction
to the appropriate authority for such interceplion or monitoring or decryption of information.

7. Contents of direction.— Any direction issued by the competent autharity under rule 3 shall contain
reasons for such direction and a copy of such direction shall be forwarded to the Review Commities
within a8 period of seven working days.

8. Competent authority to consider alternative means in acquiring information.— The campetent
authority shall, before issuing any direction under rule 3, consider possibility of acquinng the necessary
infarmation by cther means and the direction under nde 3 shall be issued anly when it is nol possible to
acquire the infarmation by any other reasonable means.
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9. Direction of interception or monitering or decryption of any specific information.— The direction
of interceplion or monitoring or decryplion of any information generated, ransmitted, received or stored
in any computer resource shall be of any information as is sent to or from any person or class of persons
or relating to any particular subject whether such information or class of information are received with
one or more computer resources, or being a computer resource likely to be used for the genaration,
fransmission, recaiving, storing of information from or to one particular person or one or many set of
premisas, as may be specified or described in the direction.

10. Direction to specify the name and designation of the officer to whom information 1o be
disclosed — Every directions under rule 3 shall specify the name and designation of the officer of the
autherised agency to whom the inlercepted or monitored or decrypted or stored information shall be
disclosed and also specify that the use of intercepted or monitored or decrypled information shall be
subject to the provisions of sub-saction (1) of section 68 of the said Act,

11. Period within which direction shall remain in force — The direction for interception or monitering
or decryption shall remain in force, unless revoked earier, for a period not exceeding sixty days from the
date of its issue and may be renewed from time to time for such period not exceeding the total period of
one hundred and sighty days.

1Z.mMyMWMIﬂM.-mWaMWWIM compelant
authority under rule 4 shall designate one or more nodal officer, not below the rank of Superintendent of
Police or Additional Superintendent of Police or the officer of the equivalent rank, to authenticate and
send the requigition conveying direction issued under rule 3 for interception or monitoring or decryption to
the designated officers of the concamed intermediaries or person in-charge of computer resource:

Provided that an officer, not below the rank of Inspector of Police or officar of equivalent rank,
shall deliver the requisition to the designated officar aof the intermediary.

13. Intermediary to provide facilities, etc.— (1) The officer issuing the requisition conveying direction
issued under rule 3 for interception or monitoring or decryplion of information shall also make a raquest
hmmthndﬂmﬂddﬂmmmhlmmmh—mﬁpmmmnmwﬂmnmm
all faciities, co-operation and assistance for interceplion or monitoring or decryption mentioned in the
directions.

{2} On the receipt of request under sub-rule (1), the designated officers of intermediary or person
in-charge of computer resources, shall provide all facilities, co-operation and assistance for inlerceplion
of monitoring or decryption of infarmation mentioned in the direction.

{ajAny-:li'n:ﬁunMduﬂwmnﬂhmmmunﬂﬂmhalnlnt&mediuwshmbeinﬂm
o the extent the information is encrypted by the intermediary or the inlermediary has control over the
decryption key.

14, Intermediary to designate officers to receive and handle requisition,— Every intermediary or
person in-charge of computer resource shall designate an officer to recaive requisdion, and another
officer lo handle such requisition, ﬁmhmﬂnlaﬁwhmﬂpﬁmummmgmmul
information generated, transmitted, received or stored in any computer resource.

. 16. Acknowledgement of instruction — The designaled officer of the intermediary or person in-charge
of computer resources shall acknowledge the Instructions received by him through letters or fax or a-mail
signed with elecironic signature to the nodal officer of the concemed agency within two hours on receipt
of such intimation or direction for interception or monitoring or decryption of informaticn.

16. Hinhumufmwduhydnhmhdnfﬂur.—TMdnignMnmm of intermadiary or person
Wﬁmutmmmwmmmmmmwmmimwmmawlmm
maintain proper records mentioning therein, the intercepted or monitored or decrypted information, the
particulars of persons. compuler resource, e-mail account, website address, etc. whose information has
hmhnnmhdwmﬂweduduwptad.m:nmandumwmnfﬂmuﬂufmham
to whom the intercepled or monitored or decrypted information has bean disclosed, the number of
m.h:lﬂigm'pmﬂmummmd:ﬂﬁmmdmnmwwmw
anmhmﬂmmwmﬂmm.hﬂumwmummem
mﬂmnﬂ.hdﬂﬂdﬁmﬂnlhmﬁ:.%mmnﬁngm:mmm
duration within which the directions remain in force.
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17. Decryption key holder to disclose decryption key or provide decryption assistance.— I a
decryplion direction or a copy thereof is handed o the decryption key holder to whom the decryption
direction is addressed by the nodal officer referred 1o in rule 12, the decryption key holder shall within the
period mentioned in the decryplion direction —

() disclose the decryption key; or

(b) provide the decryption assistance,

specified in the decryption direction to the concemed authorised person,

18. Submission of list of interception or monltoring or decryption of information.— (1) The
designated officers of the intermediary or person in-charge of computer resources shall forward in every
fifteen days a list of interception or maniloring or decryption authorisations received by them during the
preceding fortnight to the nodal officers of the agencies authorised under rule 4 for confirmation of the
authenticity of such authorzations.

{(2) The list referred o in sub-rule (1) shall include details, such as the relerence and date of
mﬂamdﬂmmmutﬁﬂmﬂuﬂwmmymmmmmﬂnn date
and lime of recaipt of such order and the date and time of implementation of such order,

19. Intermediary to ensure effective check in handling matter of interception or monitoring or
decryption of information.— The intermediary or the person in-charge of the computer resource §o
directed under rule 3, shall provide technical assistance and the equipment including hardware, softwarae,
firmware, storage, interface and access to the equipment wherever requested by the agency authorised
under ruke 4 for performing interception or monitoring or decryption including for the purposes of-

] muimﬁumnfquﬂm-mmmﬂmhﬂummdhrmapmﬂ
intsrception or moniloring of decryplion or accessing stored information in accordance with
directions by the nodal officer; or

() the maintenance, testing or use of such eguipment; &

] the removal of such aquipmeni; or

(v) the performance of any action required for accessing of slored information under the direction

issued by the competant authority under rule 3.

20. Intermediary to ensure effective check in handling matter of interception or monitoring or
decryption of information.— The intermediary or person in-charge of computer rescurces shall put in
place adequate and effective intemal checks to ensure the unauthorised interception of information does
not take place and exireme secrecy is mainlasned and ulmost care and precaution shall be taken in the
matter of interceplion or monitoring or decryption of information as it affects privacy of citizens and also
that it is handled only by lhe designated officers of the intermediary and nouother person of the
miermediary or person in-charge of cemputer resources shall have access to such intercepled or
monitored or decrypted informalion.

21. Responsibility of intermediary.— The intermediary or person in-charge of compuler resources
shall be responsible for any action of their employees alsc and in case of violation pertaining to
maintenance of secrecy and confidentiality of information o any unauthorised interception or monitaring
or decryplion of information, the intermediary or person in-charge of computer resources shall be lable
for any action under the relevant provisions of the laws for the time being in force. .

22. Review of directlons of competent authority.— The Review Commities ghall meat at least once in
two months and record its findings whether the directions issued under rule 3 are in accordance with the
provisions of sub-section (2) of section 69 of the Act and where the Review Committes is of the opinion
l'uith-u:ﬁq:ﬂmnnﬂhimrnmmmﬂepmﬁaimrﬂm&dlusm.ﬂmwmmme
directions and issue order for destruction of the copies, including comesponding electronic record of the
intercapted or menitored or decrypled information.

23. Destruction of records of interception or monitoring or decryption of information.— (1) Every
record, including electronic records perfaining to such directions for interceplion or moniloring or
decryption of information and of intercepted or monitored or decrypted information shall be destroyed by
the security agency in every six months except in a cass where such information is required, or lkely to
be required for functional requirements,
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(2) Save as otherwise required for the purpose of any ongoing investigation, criminal complaing
or legal proceedings, the intermediary or person in-charge of computer resources shall destroy records
pertaining to directions for inlerception of information within a pericd of two months of discontinuance of
the interception or monitoring or decryption of such information and in doing so they shall maintain
extrame Secrecy.

24, Prohibition of interception or monitoring or decryption of information without suthorisation.—
(1) Any person who intentionally or knowingly, without authorization under rule 3 or rule 4, intercepls or
attempts to intercept, or authorises or assists any other person to inercepl or atlempls to intercepl any
information in the course of its ocoumence or transmission at any place within India, shall ba procesded
against and punished accordingly under the relevant provisions of the laws for the time being in force.

(2) Any interception, rmonitoning or decryption of information in computer resource by the
employee of an intermediary or person in-charge of computer resource or a parson dily authori==d by
the intermediary, may be underdaken in course of his duty relating io the sendces provided by that
intermediary, if such activities are reasonably necessary for the discharge his duties as per the prevaiing
industry practices, in connection with the following matiers, namely—

(i} instakation of computer resource or any equipment to be used with computer resouwce; or
{ii) operation or maintenance of computer resource; or

() instalation of any communication link or software either at the end of the intermediary or
subscniber, or installation of user account on the computer resource of intermediary and testing of the

same for its functionality;

{iv) accessing stored information from computer rescurce relating to the installation, connection or
maintenance of equipmeant, compuler nesource or 8 CoMmMUTICEton link or code; or

{v) accessing stored information from computer resounce for the purpose of—
{a) mplementing information security praciices in the computer resource;
{b) determining any secunty breaches, computer contaminant or compuber vires;
(¢} undertaking forensic of the concemed computer resource as a part of investigation or
internal audit; or

(vi) accessing or analysing information from a computer resource for the purpose of Iracing a
compuler resource or any person who has contravened, or is suspected of having contravened or
being likely to confravens, any provision of the Act thal is likely 1o have an adverse impact on the
sarvices provided by the intermediary.
(3) The intermediary or the person in-charge of compuler resource and its employees’ shall
maintain sirict secrecy and confidentiality of infermation while performing the actions specified under suh-
Fule (2).

25. Prohibition of disclosure of intercepted or monitored or decrypted information — {1} The
contents of inlercepled or monitored or stored or decrypted information shall not be used or disciosed by
intermediary or any of its employees or person in-charge of computer resource to any person other than
the intended recipient of the said information under rule 10.

(2] The contents of intercepted or monitored or decrypted information shall not bo used of
disclosed by the agency authosised under rule 4 for any other purpose, except for investigation or sharing
with other security agency for the purpese of investigation or in judicial proceedings before the competent
court in India

(3) Save as otherwise provided in sub-rule (2), the conlents of intercepted or ronitored or
decrypled information shall not be disclosed or reported in public by any means, without the prior order of
the compelent court in india

(4) Save as otherwise provided in sub-rule (2), strict confidentiality shall be maintained in respect
of direction for inferceplion, monitoring or decryplion issued by concernad compatent authorily ar the
nodal officers.
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NOTIFICATION
New Delhi, the 27" October, 2009

G.5.R. 781 (E).— In exercise of the powers conferred by clause (z) of sub-section (2) of secton
&7, read with sub-section (2) of section 89A of the Information Technology Act 2000, (21 of 20009, the
Central Government hereby makes the following rules, namaly:

1. Short title and commencement— (1) These rules may be called the Information Technology
{Frocedure and Safeguards for Blocking for Access of information by Public) Rules, 2009,
(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these rules, uniess the context othenwise requires —
(@) “Acl’ means the Information Technology Act, 2000 (21 of 2000);
(b) ‘“computer resource™ means computer resource as defined in clause (k) of sub-section (1) of
gechon 2 of the Act;
(e} “Designated Officer” means an officer designated as Designated Officer under rule 3.
(d} “Form® means a form appended to thess fniles:;
(8) “intermediary” means an intermediary as defined in clause (w) of sub-seclion (1) of section 2
of the Act; :
(i “nodal officer” means the nodal officer designated as such under rule 4
(g) “organisation” means -
(iiMinisinies or Depariments of the Government of India;
(i}  stale Governments and Union territories;
(i} any agency of the Central Government, as may be notified in the Offickal Gazette, by
the Ceniral Government;
(h)  “request” means the request for blocking of access by the public any information generated,
transmitted, received, stored o hosted in any compuler resource;
(i} “Review Committee” means the Review Committee constituted under rule 4154 of Indian
Telegraph Rules, 1951,

3. Designated Officer.— The Central Government shall designate by notification in Official Gazetle, an
officer of the Central Govemmenl not below the rank of a Joint Secretary, as the “‘Designated Officer”, for
the purpose of issuing direction for blocking for access by the pubfic any information generated.
transmitted, received. stored or hosted in any computer resource under sub-section (2) of section 684 of
the Act. 3

4. Neodal officer of organisation.— Every organisation for the purpose of these rules, shall designate
one of its officer as the Modal Officer and shall inlimate the same to the Ceniral Covemnment in ihe
Department of Information Technology under the Ministry of Communications and Information
Technology, Government of Indis and alss publish the name of the said Nodal Officer on their websile

5. Direction by Designated Officer.— The Designated Officer may, on receipt of any reques! fram the
Nodal Officer of an organisation or a competent court, by order direct any Agency of the Government or
intermediary to block for access by the public any information or part thereof ganerated. transmitled,
received, stored or hosted in any computer resource for any of the reasons specified in sub-saction (1) of
section 654 of the Act,

6. Forwarding of request by organisation.— (1) Any person may send their complaint 1o the Nodal
Officer of the concerned organisation for blocking of access by the public any information generated,
transmitied, received, stored or hosted in any computer resource:

Provided that any request. other than the ane from the MNodal Officer of the arganisation, shall be
sant with the approval of the Chief Secretary of the concerned State or Union territory to the Designated
Officer:



R — ——

Provided further that in case a Union termtary has no Chief Secretary, then, such requesl may be
approved by the Adviser to the Administrator of that Union taeritory,

(2} The organisation shall examine the complaint recesved under sub-rule (1) to satisly
themsalves about the need for taking of action in relation 1o the reasons enumerated in sub-section (1) of
section 684 of the Act and after being satishied, it shall send the request through s Nodal Officer to the
Designated Officer in the format specified in the Form appended 1o these rules.

(3} The Designated Officer shall not entartain any complaint or request for blocking of information
directly from any person

(4) The request shall be in writing on the latter head of the respective organisation, complele in all
fespects and may be sent either by mail or by fax er by e-mail signed wilh electronic signature of the
Madal Officar

Provided thal in case the request is sent by fax or by e-mail which is not signed with electronic
signature, the Modal Officer shall provide a signed copy of the request so as to reach the Designated
Officer within a period of three days of receipt of the request Dy 2uch fax or a-madl,

{5) On receipt, aach request shall be assigned a number alongwith the date and time of its receipt
by the Designated Officer and he shall acknowledge the receipt thereof to the Nodal Officer within a
peniod of twenty four hours of its recaipt,

!. Committee for examination of request— The request alongwith the printed sample content of the
alleged offending information or parl thereof shall be examined by & commitiee consisting of the
Designated Officer as its chairparson and representatives, nol below the rark of Jomt Secretary in
Ministries of Law and Justice, Home Affairs, Information and Broadcasting and the Indian Comguter
Emergency Response Team appainted under sub-section (1) of section 70B of the Act

§. Examination of request.— (1) On receipt of request under rule 6, the Designated Officer shall make
all reasonable effons to identify tho person or intermediary who has hosted the mfarmation or part ihereol
as well as the computer resource on which such infarmatian or Fart thereof 15 being hosted and where he
1% able to identify such person or intermediary and the computer resource hasting the information or part
thereod which have been requested to be blocked for public access, he shall issue 3 notice by way of
letters or fax or e-mail signed with electronic signatures to such person or intermediary in control of such
computer resource to appear and submit thelr reply and clarfications, if any, before the committes
referred 1o in rule 7, at a specified date and fime. which shall not be less than forty-gight howrs from the
time of receipt of such nefice by such person or ntermediary

(2) In case of non-appearance of guch persan or irtermediary, who has been served with the
nobice under sub-rule (1), before the committes on such specified date and time, the commiliea shall give
specific recommendation in writing with respeet ta the request received from the Nodal Officer, based on
the information available with the commitiee.

(3} In case, such a person or intermediary, who has been served with the notice wnder sub-rule
(1), is a foreign entity or bedy corporate as identifieg by the Designated Officer, notice shall be sand by
way of letters or fax or e-mail signed wilh electronic signalures to such foreign entity or body corporate
and any such foreign enlity or body corporate shall respond to such a notice within the time specified
therein, failing which the committee shall give specific recommandation in writing with respect 1o the
request receivied from the Nodal Officer, based on the infarmation aviailable with the commiltes

(4} The committee referred to in rule 7 shall examine the request and printed sample information
and consider whether the request is covered within the scope of sub-section (1) of section 694 of the Act
and that it is justifiable to block such information or part theresf and shall give specific recommendation in
wriling with respect to the request received from the Nodal Oifficer,

(5} The designated Officer shall submit the recommendation of the commitiee, in respect of the
request for blocking of information alongwith the details sent by the Nodal Officer, to the Secratary in the
Department of Information Technology under the Ministry of Communications and Infarmation
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Technolegy, Government of India (hereinafter referrad to as the "Secretary, Department of Information
Technology™).

() The Designated Officer. on approval of the request by the Secretary, Deparment of
Information Technology, shall direct any agency of the Government or the mtarmediary (o block the
offending infarmation generated, transmitted, received, stored or hosted In heir computer resource for
public access within the time limit specified in the direction:

Frovided that in case the request of the Modal Officer is not approved by the Secrelary,
Department of Information Technology, the Designated OMicer shall convey the same to such Modal
Officer.

8. Blocking of information in cases of emargency.— (1) Notwithstanding anyihing contained in rules
7 and 8. the Designated Officer, in any case of emergency nature. for which no dalay is acoiptable, shall
examing (he request and printed sample information and consider whether the request is within the scope
of sub-section(1) of section 694 of the Act and it is nécessary of expedient and justifiable ta black suech
infarmation or part thereaf and submit the request with specific recommendations in wriling to Secretary,
Department of Information Technology.

{2) In a case of emergency nature, the Secratary, Department of Infermation Technology may, if
he is salisfied that it is necessary or expedient and justifiable for blocking for public access of any
information or part thereof through any computer resgurce and after recording reasons in writing, as an
interim measurd issue such directions as he may consider necessary to such identified or identifiable
persons or intermediary in contrel of such computer rescurce hosting such information or part therea!
without giving him an oppertunity of hearing.

(3) The Designated Officer, at the earliest but not later than forty-sight hours of issue of directian
under sub-rule (2), shall bring the request before the commities referrad toinrule 7 for is consideration
and recommendation.

(4] On receipt of recommendations of committes, Secratary. Depardment of Information
Technaolegy, shall pass the final order as regard to approval of such request and in case the request for
blocking is nol approved by the Secretary, Department of Information Technology in his final order, the
interim direction issued under sub-rule (2) shall be revoked and the person or intermegiary in contrad of
such mformation shall be accordingly directed to unblock the information far public accass.

f0. Process of order of court for blocking of information — In case of an order from a competent
court in India for blocking of any information or par thereof generated, tranamitted, received, stored or
hasted In a computer resource. the Designated Officer shall, immediataly on receipt of certified copy of
the court order, submit it to the Secretary, Department of Infarmation Technology and initiate action as
directad by the,court.

1. Expeditious disposal of request.— The request received from the Nodal Officer shall be decided
expeditiously which in no case shall be more than seven working days from the date of receipt of the

request.

12. Actien for non-compliance of direction by Intermadiary, — In case the intermediary fails 1o
comply with the direction issued to him under rule 9, the Designated Officer shall, with the prior approval
of the Secretary, Department of Information Technology, initiate appropriate acton as may be required to
comply with the provisions of sub-section (3) of section B84 of the Act

13, Intermediary to designate one person to recelve and handle directions.— (1) Every intermediary
shall designate at least one person lo receive and handle the directions for blocking of access by the
public any infarmation generated, transmilled, received, stored or hosted in any compuler resource under
these rules,

i



{2) The designated person of the Intermediary shall acknowledge receipt of the directions to the
Designated OMficer wathin two hours on receipt of the direction through acknowledgement letter or fax or
e-mail signed with electronic signature.

14. Meating of Review Commities.— The Review Committee shall meet at least once in two months
and racord its findings whether the directions ssued under these rules are in accordance with the
provisions of sub-seclion (1) of section 65A of the Act and if is of the opinion that the directions are nol in
accordanc® with the provisions referred to above, it may set aside the directions and issue onder for
unblocking of said information generated, transmitied, received, stored or hosted in a computer resource

"for public access,

15. Maintenance of records by Designated Officer — The Dessgnated Officer shall maintain complate
record of the requast recensed and aclion laken thereof, in electronic database and also in register of the
caszes of blocking for public access of the information generated, transmitied, received, stored or hostad
in 8 compuler resource.,

16. Requests and complaints to be confidential.— Strict confidentiality shall be maintained regarding
all the reguests and complaints received and actions taken thereof

FORM
[See rule 6(2))

A. Complaint

1. Hame of the complainant ; -
(Person who has sent the complaint 1o the Ministry/DepartimentState Govt /Nodal Officer)

2. Address
City : Pin Code:
1. Telephone (prefix STD code) 4, Fax (f any) :
5. Mabde (if any):
&. Email {if any):

Eﬂﬂlﬂl:‘lll of website/ computer rescurcefintermediary! offending Information hosted on the
(Flease give details wherever known)

7. URL !/ web address .

B. IP Address :

9. Hyperlink :

10. Server/Proxy Server address

11. Hame of the Intermediary :

12. URL of the Intermeadilry

(Please attach screensholiprintout of the offending information)

13, Address or location of Intermediary in case the intermediary 5 telecom service provider, network
senvice provider, inlernet service provider, web-hosting service provider and cyber café or other form
of intermediary for which information under paints (7), (8). (2}, (10). (11} and (12) are not available.
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€. Details of Request for blocking

14. Recommendation/Comments of the Ministry/State Gowt -

15: The level al which the comments/ recommendation have been approved
(Piease specify designation) : £

1E. Have the complaint been examined in Ministry/State Government © YN

17.1f yes, wnder which of the following reasons it falls (please tick):
{finterest of soveraignty or integrity of India -
{ii) Defence of India
(i)  Security of the State
(v} Friendly relations with foraign States
{v) Public crder
(v} For preventing incitement to the commission of any cognisable offence relating to above

D. Details of the Modal Officer forwarding the compilaint alongwith recommendation of the
Ministry/State Govt. and related enclosures

, 18. Mame of the Modal Officer:
18. Dresignation -
20. organisation :
21, Address

City : . Pin Code:
22, Telephone: {prefix 3TD code) 23, Fax (if any)
24, Mobila (il any):

25, Email (if any):

E. Any other information :

F. Enclosures : 1.
2
3.
Date : Place: Signature

[Mo. 8(1BH2004-EC)
M. RAVI SHANKER, Jt. Secy

28556175
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NOTIFICATION
New Delhi, the 27™ October, 2009

G.S.R. 782 (E).— In exercise of the powers confemed by clause (za) of sub-section (2) of
section BT, read with sub-section (3) of seclion 898 of the Information Technology Act 2000 (21 of
2000). the Ceniral Government hereby makes the following rules, namely:—

1. Short tile and commencement — (1) These rules may be called the Information Tech
(Procedure and safeguard for Monitoring and Collecting Traffic Data or Infarmation) Rules, 2009
(2] They shall come into force on the date of their publication in the Official Gazetta,

2. Definitions. — In these nules, unless the context othersise requires, —

la} “Act” means the Infermation Technology Act, 2000 (21 of 2000);

{b) “communication” means dissemination. transmission, camiage of information or signal in some
manner and mclude both a direct communication and an indirec] cammunication:

(c) “communication link” means the use of satellite, microwave, radio, tarrestrial line, wire, wireless
of any other communication media to inter-connec! computer resource:

(d} “compelent authonly” means the Secretary to the Government of India in the Depariment of
Information Technology under the Minisiry of Communications and Information Technalogy;

(e) “computer resource” means computer resource as defined in clause (k) of sub-section (1} of
s&ction 2 of tha Act;

{f} “cyber secunty incident” means any real or suspecied adverse event in félation o cyber security
that violates an explicitly or implicitly applicable security policy resulling in unauthonzed access
denial of service/ disruption, unauthorised use of 8 computer resource for PrOCESSING or slorage
of information or changes to data. information without authosisation:

(g} “cyber security breaches” means unauthofised acquisition or unauthorised use by a person of
data or informalion that compromises the confidentiality, integrity or availability of information
mainiained in & compular resource; ,

(h) “information” means information as defined in clause (v) of sub-section (1) of section 2 of the
At

{iy “nformation securily practices™ means implementation of security policies and standards in
order to minimize the cyber security incidents and breaches;

I} “intermediary” means an intermediary as defined in clause (w) of sub-section {1) of section 2 of
the Act;

(k) “monitor” with its grammatical vanations and cognate expressions, includes Lo view or iNspect or
record or collect raffic data or information generated, transmitted, received or slored in a
computer resource by means of 8 monitoring device;
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in nmnrtumg deﬂc& mean:. any elecironic, mechanical, mmm&dﬂmml el&:tm-nuguhn
optical or other instrument. device, squipment or apparatus which ig used or can be used,
whether by ilself in combination with any other instrument, device, equipment or apparatus, to
view or inspect or recond or collect traffic data or information:

{m) “port” or “application port” means a set of software rules which identifies and permits
communication between application lo application, network 10 network, computer to computer,
computer syslem to compuler system:;

in} “Review Commitlee” means the Review Cmﬁum constituted under rule 4154 of the Indian
Telegraph Rules, 1951;

(o} “security policy” means documented busness rules and processes for protecling information
and lhe computer resaurce;

(p) “traffic data” means trafhc dala as defined in Explanation (if) to section 658 of the Act.

3. Directions for monitoring — (1) Mo directions for monitoring and collection of traffic data or
information under sub-section (3) of section 638 of the Act shall be issued. except by an order made by
the competent authority.
(2) The compelent authority may issue directions for monitoring for any or all of the following
purposes related to cyber security, namely:-
{a) forecasting of imminent cyber incidents;
(b} monitoning network application with iraffic data or information on computer resource;
{c) identification and determination of viruses or computer contaminant;
(d) tracking cyber sacurity braachas or cyber security incidents:
() tracking computer resource breaching cyber security or spreading virus or compuber
contaminants;
() identifying or lracking of any person who has breached, or is suspected of having
breached or being Bkely 1o breach cyber sacurity;
(g}  underiaking forensic of the concermned computer resource as a part of investigation or
internal audit of information security practices in the computer resounce;
{h) accessing a stored information for enforcament of any provisions of the Laws relating to
cyber secunily for the time being in force,
(i} any other matier relating to cyber security.

{3} Any direction issued by the competent authority under sub-rule (2) shall contain reasons for such
direclion and a copy of such direction shall be forwarded to the Review Committee within a period of
seven working days.

i4) The direction of the competent authority for monitoring and collection of traffic data or information
may include the monitoring and collection of traffic data or information from any person or class of
persons or ralating to any particular subject whather awch treffic data or information, or class of traffic
data or information, are received with one or more computer resources, being a computer resource likely
to be used for the generation, ransmission, receiving, sloring of traffic data or information from or 1o one
particular person or one or many set of premises.

4. Authorised agency of Governmeni for monitoring and collection of traffic data or
information. — (1) The compatent authority may authorise any agency of the government for monitoring
and collection of traffic data or information generated, transmilled, received or stored in any computer
resource z

&) The agency authorised by the competent authority under sub-rule (1) shall designate one or
more nodal officer, not below the rank of the Deputy Secretary to the Gowernment of India, for the
purpose to authenticate and send the requisition conveying direction issued under rule 3 lo the
designaled officers of the concerned intermediary or person in-charge of computer resources,

{3} The requisition under sub-rule (2} shall specify the name and designation of the cfficer. or the
agency 1o whom the monitored or collected traffic data or information is to be disclosed.

{4} The intermediaries or person in-charge of computer resource shall designate one or more
officers to receive requisition and to handle such requisition from the nodal officer for monitoring or
callection of Iraffic data of informaton.
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(5) The requisiion conveying directions for monitoring shal be conveyed to the designated
officers of the intermediary or person in-charge of computer resources, in writing through letter or fax by
the nodal officer or delivered, (including delivery by email signed with electronic signature), by an officer
not below the rank of Under Secretary or officer of the equivalent rank

(B) The nodal officer issuing the requisition conveying directions for monitoring under sub-rule
{2) shall also make a request in writing to the designated officer of intermediary or person in-charge of
compuler resource for manitoring in sccordance with the format indicated in such reguisition and repor
the same to the officer designated under sub-rule (3).

(T) The nodal cfficer shall also make a request to the officer of intermediary or person in-charge
of computer resource designated under sub-rule (4) to extend all fadlities, co-operation and assistance
in installation, remowal and testing of equipment and also enable online access or to secure and provide
onkine access to the computer resource for monitoring and collecting traffic data or information,

{8) On receipt of requisition under sub-rule (2) conveying the direction issued under sub-rnule (2)
of rule 3, the designated officer of the intermediary or person in-charge of computer resource designated
under sub-rule (4) shall acknowledge the receipt of requisition by way of letter or fax or slectronically
signed e-mail to the nodal officer within a period of two hours from the time of receipt of such requisibon

(9) The officer of the intermediary or person in-charge of computer resource designated under
sub-rule (4) shall maintain proper records of the requisitions received by him.

(10} The designated officer of the intermediary or person in-charge of computer resource shall
forward in every fiflean days a list of requisition conveying direction for monitoring or collection of traffic
dala or information to the nodal officer which shall include detalls such as the reference and date of
requisition convéying direction of the concerned competent autharily,

5. Intermeadiary to ensure sffective check in handling monioring or collection of traffic data or
information.— The intermediary or parson in-charge of computer resources shall put in place adequale
and effective inlemnal checks o ensure that unauthorised monitoring or collection of iraffic data or
information does nol take place and extreme secrecy is maintained and ulmos! care and precaulion is
taken in the matter of monitoring or collection of traffic data or information as it affects privacy of citizens
and also that this matter is handled only by the designated officer of the intermediary or persan in-
charge of compuler rEsoUnce.

&. Responsibility of intermediary, — The intermediary or person in-charge of computer resource shall
be responsible for the actions of their employees also, and in case of violation of the provision of the Act
and rules made thereunder pertaining o maintenance of secrecy and confidentiality of information or
any unauthorised monioring or collection of traffic data or information, the intermediary or person in-
charge of computer resource shall be liable for any action under the relevant provision of the laws for the
tirme being in foroe.

7. Review of directions of compaetent authority. — The Review Committes shall meel at least once in
two months and record its findings whether the directions issued under sub-rule (2) of mule 3 are in
accordance with the provisions of sub-section (3} of section B9B of the Act and where the Review
Committee is of the opinion that the directions are not in accordance with the provisions referred to
above, it may set aside the directions and issue order for destruction of the copies, including
comasponding alectronic record of the monitored or collected traffic data or information.

8. Destruction of reconds.— (1) Every record, including electronic records pertaining to such directions
for monitoring or collection of traffic data shall be destroyed by the designated officer after the expiry of a
peried of ning months from the receipt of direction or creation of record, whichever is later, except in a
case where the traffic data or information is, or likely to be, required for functional requirements.

(2) Save as otherwise required for the purpose of any ongoing investigation, criminal complaint
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy
records periaining to directions for monitoring or collection of information within a pericd of six months of
!iam::ﬂmrmuﬂmmmnmmmutmmwummmmymllmlnﬁnuu.ﬁm
secrecy. ;
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8. ﬁdﬂﬂuﬂdmﬂiﬁuﬂnﬂm:ﬂlﬁunﬂhﬂﬂ:#ﬁmhﬁmﬂﬂnnmm
(1) Any parson who, intentionally or knowingly, without authorisation under sub-rule (2] of rule 3 or sub-
rule {1} of rula 4, monitors or collects traffic data or information, or atiempts 1o monstor or collect traffic
data or information, or authorises or assisis any person to monilor or collect traffic data or information in
the cowse of its ocowrmance or iransmission at any place within India. shall be procesded against,
punished accordingly under the relevant provisions of the lanw for the e being in force.

(2) The moniloring or collection of traffic data or information in compuber resource by the employee
of an intermediary or person in-charge of computer resource of a person duly authorised by the
intermediary, may be undertaken in course of his duly relating fo the senvices provided by that
intermesdiary, i such activiies are reasonably necessary for the discharge his duties as per the
pravailing industry practices, in connection with the following matiers, namely .—

() installation of compuber rescurce or any equipment o be used with computer resource; or

() operation or maintenance of COMPULEr resource; or

() installation of any communicalion link or softwane either al the end of the inlermediary or

subscriber, or installation of user account on the computer resource of intermediary and testing
of the same for ite funclionably,

() accessing stored information from computer resource relating to the instaliation, conmection o

maintenance of equipmeni, compuler resource of a communication link or code; or

(v] accessing stored information from computer resource for the purpose of —

(a) implementing information security practices in the computer resource;

(b} determining any security breaches, compuler contaminant or compuler virus,

(c) undertaking forensic of the concemed computer resource as a part of mveshgation or
nbernal audit; or

i) #Coessing of analysing information from a computer resource for the purpose of tracing a

compuier resource of any person who has contravened, or is suspecled of having
contravened or being likely to contravene, any provision of the Act that is likely to have an
adverse impact on the services providcd oy the intermediary.

(3} The intermediary or the person in-charge of computer resource and its employees shall maintain
strict secrecy and confidentiality of information while performing the actions as specified under sub-rule
2).

{4) The details of monitored or collecied traffic data or information shall not be used or disclosed by
intermediary or person in-charge of computer resource or any of its employees to any person other than
the intended recipient of the said information Under sub-rule (2} of rule 4. Any intermediary or s
employees of person in-charge of compuler resowrce who contranvenes the provisions of this rube shall
be proceeded against and punished accordingly under the relevant provisions of the Act or any other
lawr for the time being in force.

10. Prohibition of disclosure of traffic data or information by authorised agency. — The details of
monitored or collected traffic data or information shall not be used or disciesed by the agency authorsed
under sub-nule (1) of rule 4 for any other purpose, excipt for forecasting imminent cyber threats or
general irend of port-wise traffic on Intemet, or general analysis of cyber incidents, or for investigation or
in judicial proceedings before the competent cowrt in India.

11. Maintenance of confidentiality — Save as otherwise provided in rule 10, strict confidentiality shall
be maintained in respect of directions for monitoring or collaction of raffic data or information issued by
the competent authority under these rules.

[Mo. 8(1B)Z004-EC]
N. RAVI SHANKER, Jt. Secy.
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